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Who We Are

Who We Are:

• Trusted Best-in-Class partners

• Technology / vendor agnostic

• Global Reach

What We Offer:

• Enterprise assessment approach -
the HACyberLogix

• Tailored cyber threat intelligence -
informed by “attack side”

• Customized Cyber Training

Ship-owners
&  Operators Offshore

Ports &
Terminal Operators

Waterside
Facilities
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Global Partners

• Largest remote communications provider in the world, sourcing more satellite
capacity than any other company, across more than 80 satellites and 40 teleports.

• Integrates satellites with extensive cellular, fiber and microwave networks to deliver
global connectivity and content distribution, backed by 24/7 multilingual technical
support centers across five continents.

• Industries supported: Marine, Energy, Mining, Media, and Government.

• Aon plc is a British global professional services company headquartered in London
that provides risk management, insurance and reinsurance brokerage.

• Has around 500 offices worldwide, serving 120 countries with 60,000+ employees.
• Stroz Friedberg, An Aon company, offers specialized cyber risk management, digital

forensics, incident response, investigation and eDiscovery services.

• North P&I Club is a leading marine mutual liability insurer providing P&I, FD&D,
war risks and ancillary insurance to 147 million GT of owned tonnage and 60
million GT of chartered tonnage (at February 2019)

• Support cybersecurity capacity development across the Americas.
• Support alignment with national cybersecurity strategies.
• Inter-American Committees Against Terrorism (“OAS-CICTE”) and Inter-American

Committee for Ports (“OAS-CIP”).
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A CASE FOR ENTERPRISE CYBER RISK 
MANAGEMENT
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Confessions…

Have you been hacked?
Let me count the ways:

2012

2015

2015

2017

2017, 
2019, ?

2018

Every Other Year

2009

2015

2016
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Establishing Cyber Risk Context…
from the1830’s

Carl Phillipp Gottfried von Clauswitz

• War is a political, social and 
military phenomenon.

• Asymmetries can defeat the 
perceived superiority of the 
defense.
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Establishing Context: 
The Cyber Risk Landscape
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What is “Cybersecurity” Governance?

Cybersecurity Governance is NOT just:

• Information Technology (“IT”)

• Compliance (e.g. ISO; MTSA; USCG NVICs)

• Solved by a “silver bullet” approach 
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Cybersecurity Governance IS:

• Enterprise in nature

• Sustained risk management 

• About cultural change and business transformation

• Managing financial risk (protecting the Balance Sheet)



Characterizations of Notable Maritime 
Cyber Breach Incidents

Antwerp – Threat Ecosystem Convergence (2011-13)

Hacking technique involved physical access to computer networks and installation
of snooping devices. Organized criminals and hackers maintained persistent access
to terminal operating systems.
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IRISL – Enterprise Business Interruption (2011)

Entire fleet of 172 vessels and shore-based systems impacted; servers
compromised; logistics systems crashed; and key data manipulated and monitored.

Maersk – Nation State Attack / Collateral Damage (2017)

NotPetya attack encrypted master boot records (destructive); required 4,000 new
servers, 45,000 new PCs, and 2,500 applications. Uninsured losses likely 350
million+.

Various – Spear-Phishing / Business Email Compromise (BEC) (Ongoing)

Nigerian fraudsters, through such global campaigns as Gold Galleon and the Daily
Show, among others, represent chronic threats to the maritime industry
specifically. The harvesting, curating and re-sale of valid credentials contributes to
the dark web economy and the continued growth of the cyber threat landscape.

http://www.portstrategy.com/__data/assets/image/0026/207449/Antwerp-port-is-a-massive-operation-despite-being-50-miles-inland.jpg
http://www.portstrategy.com/__data/assets/image/0026/207449/Antwerp-port-is-a-massive-operation-despite-being-50-miles-inland.jpg


What We See:
High Probability of ERP System 
Compromises

Enterprise Resource Planning (ERP) 

Systems offer virtual windows into an 

organization’s activities as it relates to 

the movement of people, resources, 

goods, and money.

ERP Systems integrate core business 

processes and leverage shared 

databases to support multiple functions 

used by different business units.

Systems affected include:

•Financial (re: Fraud, Payment info)

•Cargo Handling & Management 

•Taxes (e.g. VAT)

•Customs

•Banking

•Shipping
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The Maritime Industry is a Target 
Because…

Lots of Information. Maritime Stakeholders exchange lots of
information across different organizations. Data Overload!

Lots of legacy systems. Stakeholders have their own systems.
Often, these systems are older and have not been patched or
updated to the latest version. Easy target!

Lots of money. Maritime stakeholders often transfer of large
amounts of money. (e.g. between a ship owner and a yard, or a
shipping company and a bunker operator).

Nexus of global trade. Nation state adversaries have proven how
successful supply chain attacks are. Cybercriminals are likely to
launch emerging automated, active-adversary attacks against
supply chain targets.
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So What’s Vulnerable in the Maritime 
Industry?
(Hint: Everything)

• Supervisory Control & Data Acquisition (SCADA) equipment 
and Industrial Control Systems (ICS) for loading / unloading of 
bulk / containerized cargo

• Cargo / Terminal Operating Systems

• Domain Awareness  Systems - RADAR, AIS, VTS/VTMS, GIS 
Systems

• Any Business Software Application (e.g. email, financial,

human resources, finance, logistics, business operations

Think “ERP”)

• Any Operating System (e.g. Microsoft, Linux)

• Any Security System - CCTV, Access/Gate Control

• Any Mobility device and platform (RFID)

• Communications Systems 

• Employees (insiders) and Contractors
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The volume of IoT attacks remained high in 2018. Routers and connected cameras were the most infected devices
and accounted for 75 and 15% of the attacks, respectively.

- Symantec 2019 Internet Security Threat Report

And it’s Getting Worse…
The Internet of Things Growth Trend
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Common questions we get from our 
clients include:

• Where do we start?

• What do we invest in first? 

• How much do we budget?

• What are our priorities?

• How can we measure the effectiveness of 
our investments?

• Are our investments sustainable?

• Who owns cybersecurity?

The Challenge: Limited Experience, No 
Historical Precedent and Resource 
Misalignment
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So Who Owns Cyber Risk and What 
About Governance?
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Shareholders, PE, 
Partners, Commissioners

Evaluate and Fund Risk
(In terms of Investment decisions)

Board of Directors

Evaluate and Fund Risk
(Minimize losses; support/protect 
shareholder equity)

Business Leaders 
(CEOs, MDs)

Manage Risk 
(Profit and Loss / Balance Sheet)

Identify, Prevent, Accept, and 
Transfer Risk
(Insurance; Agreements and Contracts in
terms of and risk to Profit and Loss and 
Balance Sheet)

Risk Leadership 
(Counsel, Risk Mgr.)

Validate Risk, Allocate Resources
(In terms of cyber risk to operations and 
Profit and Loss)

Security 
Leadership 

Communicate Needs, Solutions
(In terms of cyber risk to operations that 
supports cash flow and profit and loss)

Security 
Practioners 



Re-Thinking Cyber Risk Management in 
Terms of Language
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 Consider cyber risk in terms of money

 The cyber-risk-to-money intersection offers measurable value to 
inform resource prioritization

 Financial grounding translates cyber risk into common language

 Empowers decision-makers with relevant context and inputs so as to 
make informed decisions on cyber risk



Governing Cyber Risk through an 
Enterprise Cybersecurity Capability 
Maturity Approach

Enterprise Cybersecurity Capability Maturity
defines an organization’s cyber ecosystem, identifies the
depth and breadth of deployed capabilities, establishes
benchmarks to support long-term measurement, and serves
as the primary mechanism for sustaining the organization’s
cybersecurity strategy and investments.
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Why an Enterprise Approach is Important 
to Organizational Cyber Risk Reduction

INVEST IN CYBER 

CAPABILITIES

SUSTAIN CAPABILITY & 

INVEST IN INSURANCE

Image Courtesy of  Axio

Resilience, Compliance & 
Insurability

The Cyber Risk 
Reduction Curve
Investing in the right 
combination of technology 
and insurance maximizes 
risk reduction.

1. Technology Risk 
Reduction

2. Insurance Risk Reduction
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Insurance as a Catalyst for Change?  

Torsten Jeworrek, Member of Munich Re’s Board of Management

“The economic costs of large-scale cyber attacks already exceed losses
caused by natural disasters. Where small and medium-sized enterprises
are affected, such attacks can soon threaten their very existence. The
biggest cyber-related economic losses to date have been those caused by
Ransomware and malware, especially WannaCry and NotPetya – attacks
that affected the marine sector.”
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Key Takeaways for Right Now

TRAIN
Train!  Deliver awareness training to executives (first) then staff and crews.  
Incorporate cyber risk factors into drills and exercises.

PREPARE
Establish a Cyber Incident Response (IR) plan.  Update Data Loss Prevention (DLP), 
Disaster Recovery (DR) and Business Continuity (BC) Plans.

STRESS TEST YOUR INSURANCE
Review all policies for gaps/exclusions.  How do they perform against the loss scenarios?

SUSTAIN RESOURCES
Develop and sustain resources (people, processes, tools) with a budget.

ENTERPRISE ASSESSMENT
Perform an enterprise level cybersecurity capability assessment. Discover what you have.

QUANTIFY YOUR EXPOSURE
Identify your most valuable assets, determine values and develop loss scenarios. Prioritize.

DEVELOP AN INVENTORY
Develop an inventory of your assets.   Classify critical systems.

ORGANIZE!
Establish multi-disciplined cyber working group that meets regularly.  Grant authorities!
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Survey of 126 senior executives from marine companies showed:  

64% of executives indicated their own companies are unprepared

6% of small companies are prepared to face a cyber incident

92% of small and 69% of mid-size companies have no cyber insurance

Source: Maritime Cybersecurity Survey by Jones Walker (Oct 2018)

Most are unprepared
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Once upon a time in Denmark
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Deadly sins committed after a data breach 

Micromanagement No one in charge

The Blame Game Not knowing what to say…

… or when to say it How you like me now….?
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All hands on deck – Incident Response Team 

Forensics and IT consultants 

Legal (Breach Coach) 

Crisis Communications Specialists / PR

Other post-breach services (PCI, Wallet)

Notification 

Credit monitoring  

SPECIALISTS

$250 - $550 / hour

$400 - $600 / hour

$200 - $400 / hour

Varied costs

$2 - $10

$10 - $100 

AVERAGE COSTS
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Navigating a Breach – Key Takeaways  

Costs to remediate are increasing

Don’t be a sinner

Be prepared for the expected
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HudsonAnalytix, Inc.
Ferry Terminal Building
2 Aquarium Drive, Suite 300
Camden, NJ  08103

Office:  +1.856.342.7500
Mobile: +1.301.922.5618
Email: max.bobys@hudsoncyber.com

Max Bobys
Vice President

Catherine Bertheau
Cyber Solutions Business Development Lead

Eastern Canada

Aon Risk Solutions – Conseillers en gestion des risques
Unité  des services spécialisés – Specialty Division

700, rue De La Gauchetiére Ouest
Bureau 1900
Montréal, Québec H3B 0A7
tél +1.514.982.4964     cell +1.438.993.3683     téléc +1.514.842.3456
Catherine.bertheau@aon.ca     aon.ca

Thank You!
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Solving your 
cyber events

Identifying 
your security 
weaknesses

Illuminating your 
systems’
vulnerabilities

Using knowledge 

to empower

Respond to the 
incident, create an 
investigation 
strategy, contain 
the incident while 
preserving 
evidence, and 
confidently 
communicate with 
your stakeholders

Evaluate and 
remediate your 
vulnerabilities, 
determine your 
readiness to 
respond, and 
improve your 
organization’s 
cyber resilience. 

Leverage real-world 
testing and 
simulations to help 
you better 
understand your 
weaknesses and 
strengthen your 
defenses.

Help protect your 
organization by 
applying 
traditional 
investigative 
techniques to the 
digital 
environment.

Protectors and Problem Solvers More than the Sum 
of Their Parts

 Forensic computer analysts

 Penetration testers

 IT security engineers

 Information security analysts

 Security architects

 Former CISOs

 Fraud examiners

 Security risk consultants

 Investigators

 Criminologists

 Forensic 

accountants

 Governance & 

risk mgmt. 

professionals

 Privacy 

professionals

 Former law enforcement*

 Former prosecutors

 AM Law 100 former 
partners

 Former Big 4 Professionals

 Actuaries

 Statisticians

 Data analysts

See your company like 
never before. Find the smoking gun.

Clear your way for 
peace of mind.

.
Protect your 

organization’s brand.

Oath Takers

 Claims advocates

 Evidence 

Technicians

 Brokers

 CPAs

Security 
Advisory

Testing eDiscovery

Strategize for your company’s 
future.

Optimizing your 
total cost of risk

Model cyber loss 
scenarios and 
stress test your 
current insurance 
limits to enhance 
your risk financing 
strategies.

Quantification
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Securing your 
future 

Protect your 
organization 
from the 
financial  impact 
of a cyber 
incident.

Know it’s not one 
size fits all.

BrokingDigital Forensics & 

Incident Response

Investigations 

& Intelligence

Avoiding costly 
inefficiencies

Benefit from 
professional 
guidance through 
ever changing 
technical and legal 
challenges.

Bring order to the disorder 

Leveraging Aon Cyber Solutions 


